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1	Decision/action requested
Add EAP-PSK based authentication method in Solution #2.14
2	References
[1]	3GPP TR 33.899v0.6.0 (2016-11) Study on the security aspects of the next generation system	
[2] 	RFC 4764: " The EAP-PSK Protocol:A Pre-Shared Key Extensible Authentication Protocol (EAP) Method".
3	Rationale
In section 5.2.3.7 of TR 33.899 v0.6.0 [1], a solution for non-AKA based authentication is included. In the solution, it is assumed that UE and AUSF are provisioned with Idenity-based credentials. To support UE and network performing mutual authentication with Identity-based credentials, in this contribiton, we provide another EAP-based method that UE and network may choose EAP-PSK [2] for mutual authentication. The pre-shared key used for authentication is generated through static Diffie-Hellman procedure based on the Identity-based credentials provisioned. 

4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.899 
pCR	
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[bookmark: _Toc453242912][bookmark: _Toc467573011][bookmark: _Toc467857817]5.2.4.14	Solution #2.14: Solution for non-AKA Authentication
[bookmark: _Toc453242913][bookmark: _Toc467573012][bookmark: _Toc467857818]5.2.4.14.1	Introduction  
This solution addresses key issue #2.5.
In key issue 2.5, it requires the next generation system support non-AKA authentications. The requirement are as follows: 
-	The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.
-	Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.
-	If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied.
There are a few potential candidates for alternative keys in a separate contribution, including password, PKI-based public key technologies, Identity-based public key technology etc. Considering the feasibility, efficiency (i.e. key size) and the capability of embedded service information into public key, Identity-based public key technology could be one of the suitable alternative keys for next generation system for alternative 3GPP subscriber credentials. 
In this contribution, we propose an authentication framework and an example authentication protocol for the next generation system based on the Identity-based keys. The authentication is based on a revised EAP-TLS protocol as it is an EAP-based authentication protocol using public key for mutual authentication. Figure 5.2.4.14.1-1 depcits the generic authentication procedure based on the EAP-TLS. It can be further improved in the future. 
[image: ]
Figure 5.2.4.14.1-1:  a generic EAP-TLS authentication procedure
Editor's note: The revocation mechanism and its impact on 3GPP system is ffs.
Editor's note: The support of roaming and whether a global PKG entity is required is ffs.
Editor’s note: The overhead of public/private key need to be understand over radio interface and as well the impact on non-human IOT devices (e.g. low power IOT devices).
[bookmark: OLE_LINK27][bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: _Toc453242914][bookmark: _Toc467573013][bookmark: _Toc467857819]5.2.4.14.2	Solution details  
[bookmark: _Toc467573014][bookmark: _Toc467857820]5.2.4.14.2.1	A Framework for Non-AKA Authentication
To enable non-AKA authentication with ID-based credentials, a framework should be defined. A potential authentication framework is shown in Figure 5.4.2.14.2-1. In this framework, the authentication involves UE, AUSF, Revocation Server Fuction (RSF) and ARPF.
ARPF stores the master secret keys and system parameters that are used to generate SIGN-keys, include Public Validation Token (PVT), Secret Signing Keys (SSK), and KMS Secret (KSAK) according to the RFC 6507 [33].   
AUSF stores the Identity-based keys and parameters, including ID_AUSF, PVT, SSK and KPAK. AUSF received keys and parameters from the ARPF. The PVT and SSK can be a short term key and only used for certain period and then the ARPF will provision another set of PVT and SSK to AUSF. 
RSF stores those UE identities that have been revoked by the operator. The RSF is used to determine whether an UE is allowed perform mutual authentication with AUSF or not. After receiving an identiy from UE during the authentication procedure, the AUSF shall send a request to the RSF to check the validity of the UE_ID. RSF will return an indicator in the response to indicate whether the UE_ID is in the revocation list. If an identity is included in the list, AUSF shall terminate the authentication. 
RSF could be co-located with AUSF or accessed through a non-standardized interface from AUSF.
[image: ]
Figure 5.4.2.14.2.1-1: An Non-AKA based Authentication Framework with ID-based Credentials 
[bookmark: _Toc467573015][bookmark: _Toc467857821]5.2.4.14.2.2	Generic Procedure Description for Non-AKA Authentication 
We assume that ARPF has all those secret keys and parameters that are required to generate Identity-based SING-Key as specified in the RFC 6507 [33]. We also assume UE has been provided with Identity based credential, including ID_UE, PVT, and SSK specific to the UE. ARPF also sends AUSF specific ID, PVT, SSK to AUSF. It is used by AUSF to generate signatures duringmutual authentication with UE. 
To support the AUSF perform mutual authentication with UE, ARPF provisions UE with Identity-based credentials. The credentials can be a short term and used by AUSF for certain period such as one day and after that, a new set of credentials are provioned to the AUSF. The procedures are as follows:
a.1: ARPF provision AUSF with ID_AUSF, PVT and SSK. 
a.2: AUSF stores ID_AUSF, PVT and SSK. It is used for mutual authentication with UE later. 
When UE want to attach to the network, following procedure is perfomed:
1. UE sends its identity to the AUSF.
2. AUSF extract the identiy and send it to the RSF for validation.
3. RSF check whether the received identity is in the revocation list or not and a result is generated based on the validation. 
4. RSF send back the result to the AUSF. 
5. AUSF determine whether it should terminate the authentication procedure or not based on the results from RSF. 
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Figure 5.4.2.14.2.2-1: Generic Procedures for Non-AKA based Authentication with Identity-based Credentials 
[bookmark: _Toc467573016][bookmark: _Toc467857822]5.2.4.14.2.3	Non-AKA Authentication Protocols based on EAP-TLS
In this solution, we give an example authentication method. It can be improved further in the future, e.g. In this example solution, we assume that both network side and UE side are provisioned with Identity-based credentisals, which include an identity, a private key for signature and a KMS Public Authentication Key (KPAK) as defined in RFC 6507 [33] as a computing parameter. 
We modify the EAP-TLS as follows:
Step 1, the same as EAP-TLS
Step 2， After receiving the EAP-Response with UE’s identity, my ID, the AUSF send a request to RSF for identity validation in step 2.a. The RSF validates the UE’s identiy in step 2.b and send back a response to AUSF in 2.c. 
Step 3, the same as EAP-TLS  
Step 4, include IBS as one of the CipherSuite
Step 5, Server and Client mutually authenticate each other based on Identity based signature verification.
Editor Note: Details of Server and Client authentication are FFS. 
Editor Note: Details of the server identity verification by the UE is still to be completed
Step 6 – 8, the same as EAP-TLS. 
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Figure 5.4.2.14.2.3-1: Non-AKA Authentication Methods with Identiy-based Credentials and EAP-TLS
NOTE: 	Using EAP-TLS for ID-based mutual authentication between UE and network is just one potential candidate. 
Editor Note: it is ffs of the impact of identity revocation to the charging and billing system.
5.2.4.14.2.4	Non-AKA Authentication Protocols based EAP-PSK and Identity-based Credentials
In this solution, we give another example authentication method for non-AKA based authentication. Similar to the previous method, we assume that both UE and AUSF are provisioned with Identity-based credentials, which include an identity, a private key for signature (SSK) , a Public Verification Token (PVT) a KMS Public Authentication Key (KPAK) as defined in RFC 6507 [33] as a computing parameter. 
With the provisioned credentials, the UE and AUSF can derive symmetric keys based on static Diffie-Hellman by exchanging the identity information and the PVT, and then use the SSK owned by each entity. For exampke, UE can derive a key after it receives the identity of AUSF and its PVT, denoted as ID_AUSF and PVT_AUSF respectively,  as follows:
K_UE = [SSK_UE](KPAK+[hash(G || KPAK || ID_AUSF || PVT_AUSF)]PVT_AUSF)) 
Similarly, AUSF can derive also derive K_AUSF as follows after it receives the identity and PVT from UE as follows: 
K_AUSF = [SSK_AUSF](KPAK+[hash(G || KPAK || ID_UE || PVT_UE)]PVT_UE))
It can be proved that K_UE actually equals to K_AUSF. 
With above properties, we can use EAP-PSK for mutual authentication as follwows:
Step 1: UE send an attach request to the AUSF and indicate that EAP-PSK shall be used for mutual authentication.
Step 2: AUSF verify the authentication type and decide authentication method
Step 3: AUSF send the first message of EAP-PSK to UE with identity field contains the ID_AUSF and PVT_AUSF, and aso a random number RAND_S as required by EAP-PSK. 
Step 4: UE derive a symmetric key as K = [SSK_UE](KPAK+[hash(G || KPAK || ID_AUSF || PVT_AUSF)]PVT_AUSF)). UE generates a random number RAND_P and further derives K’ = KDF(K, RAND_P, RAND_S). UE derives Authentication Key AK and Key Derivation Key based on RFC 4764 for EAP-PSK.
Step 5: UE sends the second messges of EAP-PSK to AUSF, which contains RAND_S, RAND_P, a MAC for authentication, and identity field that consists of ID_UE and PVT_UE. 
Step 6: AUSF send ID_UE to RSF for validation
Step 7: RSF validate the ID_UE according to its revocation list. 
Step 8: RSF send back the validation results to the AUSF. 
Step 9: If the ID is valid, then AUSF derive a symmetric key as K = [SSK_AUSF](KPAK+[hash(G || KPAK || ID_UE || PVT_UE)]PVT_UE)). UE generates a random number RAND_P and further derives K’ = KDF(K, RAND_P, RAND_S). AUSF derives Authentication Key AK and Key Derivation Key based on RFC 4764 for EAP-PSK.  AUSF authenticates the UE based on the MAC_P received from the message. AUSF further derives session key base on RAND_P and KDK. 
Step 10: AUSF sends the third message of EAP-PSK to UE with a MAC_S for authentication and other fields required by EAP-PSK. 
Step 11: UE authenticates the AUSF with MAC_S received and derive session key with RAND_P and KDK derived previously. 
Step 12: UE sends the last message of EAP-PSK to AUSF to finish the EAP-PSK authenticatin procedure. 
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Figure 5.4.2.14.2.3-1: Non-AKA Authentication Methods with Identiy-based Credentials and EAP-PSK

[bookmark: _Toc467573017][bookmark: _Toc467857823]5.2.4.14.3	Evaluation
[bookmark: _GoBack]tba. 
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